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struct Stack {
dword pStackBase;//L

dword dwCount; //L n H
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struct PostScript object {
dword type;//
dword value; // 1
dword value; // 2
dword pObj; //

}ps_obj;
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EPSIMP32
kernel32
€6 Vista" Win7'

PE

kernel32
n MajorOSVersion

A18



B26A5F48| B26A5F 44
B26A5F 44| 6BSABS22 | EPSIHMP32 .6BSABS22
B26A5Fu48 | 6BSEQE3B|EPSIHMP32..6BSEPE3 B
B26A5F4C| BB000000
B26A5F50| GAOABO0A
B26A5F5Y4 | 6BSEQEZF | EPSIHP32 .6BSEQE2F

826A5F58 | 76EDSF18 | ntdll . ZuProtectUirtualMemory
B26A5FSC | B26AG6148
B26A5F68| FFFFFFFF
B26A5F64 | O26A6040

5. ROP shellcode
a) b A18 shellcode n' bytesavailable /
' ROP ROP o ZwProtectVirtualMemory
shellcode S £ ' D shellcode DZ

6B5D1218| E8 4GBOFDFF call EPSIHMP32.6BSAC263
C745 D8 1708088\ mov_dword ptr ss:[ehp—ﬂxzs]. ¥
mEPSIMPE2 _6B5DA4EF

- _IFPS.]MP_R? ARRFQEZE._
cmp -

T XEPSINP32.6B5D1235

ds [ 026A5F54]-6B5E9E2F (EPSINP32 .6BSEQE2F )
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B26B682E

026B6834| BA 4D5A000E
A26R4920]  AR=20a2
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c) o " dil_a ' dil_a forkDZ

826B6CDY
OZGDLET0s
BZOBAGDE

d) Fork 32 64 ' H ¢ payloadDZ

08412D36
88412037 E® FEB18888 call 88412F2A
88412030 83F8 M cmp eax,
short 80412040
.Bx436C68

e) S payload’ CVE-2017-0263 £ 0 £
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884120BA|

88412DBC
B0412DBE

f) « ' " ' WinWord DZ



808412EM1 6A 81

33Dp2 Xor edx,edx
B? EB974288 mov ecx,Bx4297E8 WINWORD .exe
E8 B2FEFFFF call 8ey12cD1
EQ ecy B8841348C
8BCB Moy ECx,eax
E8 14FDFFFF call B8412B6B
85CA test eax,eax
VRE4SGEHINIGY. 1—BBhI12F2T
EREN 1] 3
E8 SCFDFFFF 88412BC2
9 O dil_an v WinWord DZ

short G84712F 94

- 8x411D69

h) 7] a w dll A ! vV a kb docx '
dll %temp%\apisecconnect.dll’ n' o
rundl32 g # dliDZ
L) do
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i) apisecconnect.dll HKEY_CURRENT_USER\Software\Microsoft\Office
test\Special\Perf n DZ office ' apisecconnect.dliDZ
[ =) LIJ = dU,
16 = {LPCUSTR)decrypt{{int)un); /7 "apisecconnect.dll"”
17| = = aB0A;
18 [1] = 18;
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